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Abstract

Energy infrastructures, as vital sectors of every country, are exposed to risks posed by destructive and disruptive
cyberwars, such as data breaches, control system destruction, and attacks on distribution networks, with the
spread of virtual technologies, which have consequences for national and economic security. Effectively
combating these crimes requires the establishment of up-to-date legal frameworks, strengthening security and
educational measures and utilizing international documents. However, achieving this goal necessitates
extensive international cooperation and alignment of these documents’ principles with the domestic legal
structures of countries. In this regard, some countries, particularly Iran and Qatar, are striving to manage the
response to destructive and disruptive cyberwars targeting energy infrastructure through the creation of legal
and executive frameworks. In this context, Iran emphasizes national regulations and internal synergy, while
Qatar prioritizes international cooperation and adherence to global standards, alongside specific institutions.
Therefore, to achieve effective protection of energy infrastructures against cyberwars, adopting legal policies
in coordination with international documents and strengthening internal executive capacities is an undeniable
necessity.
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Retrieved from https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185

3 . Law No. (14) of 2014 Promulgating the Cybercrime Prevention Law,
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Mol oo BCUE,b g Bols Call (55,05 s lw,; .
f}.@.;u Q‘il ‘ﬂ) d)\..U S>3 ((‘_;’JL:> (_5LA&:A}LV~'J.L})) )\ @L?) ) g_d.gJ’G @Jﬁ cu.u,d‘w sl BN
Jis psba 1388 n o Sos 35 o0 et H5iS a sl 5 e gla Lo bl i
Sl s le ) glyea (Ll oo hade 355 o Cobl 4 ST e LB L baabla da oyl
9 Laaslelaon :Jj.:‘»g;o A.JLLJ’G O g0 U'l‘ @ é\:’- LSLhQ}Luﬁ) n&ifT aJ}dﬁQyu BE) \J\..Sdﬁ gS{L"”L":”
15 oo ol (63500 b ISl a8 Az -+ oo VLI (6l (65 ¢ SK b 5 (S5 ) o=l daobls
Uﬁjtajb%ﬂw‘*((J)‘Jﬁ)ﬂ&ﬁﬂ“ﬁ&j&&@mdwﬁ céﬁ%\j&d}-&‘};;ﬁ
LSS Dby LS e A S ol y,he TY ) Cigaas (Sl il ) 3l Sbli- (56
ke Sl 5 e Sleds bl i SLIG S Sl gl s Ses s SO 8

Cgae (S ol oo VLI e pges 0500 (0l 053] Tl a5 BB (il 428l sde oYL

e LB sse s Sen Cu i 5 ‘((M)J)SLN)‘)L,A@@I)Q})\g:b&\ﬂ.@\uljﬂ»&}\" * Yl o b gl O S Jl- e 55
Gl ) Cu o gl Saalon 5 4 )L 3,505 3l O Buts 53,5 ASTT el SLaddgs 5 o5 L ahlie 55 slae glapiS
05 Sl 5 slles (556
- European Council. (2004, June 11). EU plan of action on combating terrorism. Council of Public.
https://www.eumonitor.eu/9353000/1/j4nvgsbkjg27kof_jovvik7mlc3gyxp/vi7jgsy4c6vl/f=/10010_3_04_r
ev_3.pdf
2. Migration and Home Affairs: Critical Infrastructure, EUR. COMM’N, https://ec.europa.eu/home-
affairs/what-we-do/policies/crisis-and-terrorism/criticalinfrastructure_en (last visited Dec. 26, 2019)
[https://perma.cc/LF9P-DUEZ].
3. Critical Infrastructures Protection Act of 2001, https://www.congress.gov/bill/107th-congress/senate-
bill/1407
Sluls (albond g Jorie Sl glacslu ) ol fowespls ol Jl- s ol adomze VLI 15 Sl Sl g0l ol sy F
(D55 Slasals (535L88 5108 Jlo Sl (5551 (s kol Slads ¢ ol Linio sl KL b ¢ il Dl 5 (Dbl ) 550
ol 513 slalids 3550 1y Ml 5 T sl 5 Lrsilolis 5 15 5 Jom c(slatd «DleMbl (655l ¢ o gae Cubligr 5 oloyd 5 Sl
(ol
- Critical Infrastructure Sectors, U.S. Department of Homeland Security, Supra note 28,
https://www.dhs.gov/critical-infrastructure-sectors
JEVIEY SV O AP VR PLIT ‘c.ﬂli P 3p 208 Sl sleslay) L;Ji.lgg__,._..,ﬁ«{ odowte SYLT Y e ey el V) Soslg 31
LSJ'Z':\';‘T"‘:""'T DS 5 Gl Cousd ) ol Gua 53 A ) (bl e obls 5 Sl sl 3l (S cblis
(lolid gl b i cpl 53 3 e 5 Glaplddl alax 51 (3t s (S sladde I s Sl glacs Ly
oI5 S (gl I ol sl Sl 336 51 s 1Bl pl o g ey 59 KLl b ablis AST L ol las 2alS 5 b))
€395 50 sladiay 508 il 5 elanml (ooliadl glas Shae i 5 o
- U.S. Department of Homeland Security, The National Strategy for the Physical Protection of Critical



https://www.dhs.gov/critical-infrastructure-sectors

Laalelu oo aS 5505 0 (a)’\.o‘j osls 6l Sl slacslu )y o 53 1) i 20 en 4l VY e
s soal 5 e sl Wl e Lagl ools G 1 a8 dizes Sl 58S Gl (sodBa by olyls
Syt 2 Jotiee Sl Sl ) acde Laddgs IS 5> Sl 0 050 (S0l Tyl 0 e 3T
)13 ST (SG 5 S dsm calbrart LaKir 5 Kol 3 (6 oKy 5 ol sla s,

B lim sy e 5l cedsl (T oyl ol e o el b S T edoeacn VL) 1 44A Lo b
Pl ) sl 5 (Solel o s glaaly 55 ilasbw pl T3 S 055 |y Sl slacslu ) 3l
ol VLT Y Y Ul 53 . Cutls 13 oS Jises 5 S 3 slacembly i 0,86,5 gl JL3
3 S A0 Sl 3l (6 sl I s Sl Sl sl Sy pB Saa b ST
3 Cdbloen (sl 1y alas sy ki ol £38 sme 1y (538l Comlior V) 6)locds i oS Jie
s s abl sl o I 50 55lS Sl sl

o 45 3l yLal Y000 5 YooY gla o) il 4 ° Sledbl anslr iler ol slgd i
JB s Sler ol CusB 5l ang @l Dbl 5 Sledbl glag sl 3 gy eslinul Lol
5 Dbl slagg s ol el diw ool g Gl Gl e sl e e S L

ailis 3 Sl glacalu ) 3l Cblis 5 ol Sses 5 ph B g Cu o SU) CukS 550 51 DL

Infrastructures and Key Assets (2003), https://www. dhs.gov/xlibrary/assets/Physical_Strategy.pdf
[https://perma.cc/G62A-MY6W].

1. U.S. Congress. (2001, October 26). Public Law 107-56—October 26, 2001: Uniting and strengthening
America by providing appropriate tools required to intercept and obstruct terrorism (USA PATRIOT Act)
Act of 2001. https://www.govinfo.gov/content/pkg/PLAW-107publ56/pdf/PLAW-107publ56.pdf

2. Public Law 107 - 56 - Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism (USA PATRIOT ACT) Act of 2001,
https://www.govinfo.gov/app/details/PLAW-107publ56

3. https://www.inss.org.il/wp-content/uploads/2019/04/Memo190new_e.pdf

4. White House, “Presidential Policy Directive (PPD)

21: Critical Infrastructure Security and Resilience, Washington, DC, USA, 2013. [Online]. Available:
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-
infrastructure-security-and-resi

5. World Summit on the Information Society (WSIS), https://publicadministration.un.org/wsis10/

6. International Telecommunication Union. (2003, December 12). Declaration of principles: Building the
information society: A global challenge in the new millennium. Document WSIS-03/GENEVA/DOC/4-E.
https://www.itu.int/net/wsis/docs/geneva/official/dop.html


https://www.govinfo.gov/content/pkg/PLAW-107publ56/pdf/PLAW-107publ56.pdf
https://www.itu.int/net/wsis/docs/geneva/official/dop.html

b ol S 5 6l ol 2 35505 b e bl anal sl g3 5 351 AST KUl
LA 8 ks

35 Sl g glagsls LU aST es Yoo Jl b S 55 (s plulidlS o5 S
sl ¢ Madlom Slag Ken S i 053 2 6350 Sl ade Kbl o5 54 ¢ el Sl
Sl gliad apprly O jde (3lun I bl 5 (Bod woalde 5535 oy 20 5 pomets (S5 Sla sl
3 el 5 s SR (ledalis, pdleay Tamsls gledl ¢35 glacslu s 5l cblis ol
ol Lo o 5 s o2 33 oSl (5,00 Wl ol b dlis Gl aass laggdialls Sl
Code Sl Sler 38155 sbml Lo 4 a5 A8 S22 Yo TY Jle s (Gler bz 0le) Ole S
o3 Joteed A ol ol 09 ol 55 Ll 5 A6 sladidg b ablie 5 Jlios slags sl
0> Medlor Gla San 5 (K3 e Sl ) Sotol sl 5 Jioms B 31 Caler ol @
2315 15T KUl slady g L ablie

Ol sl i (gl aS dimas ola olils s Laabelu 5l glasgames Sl glacslo o JS s 5o
(Snlies St (655 e Jals el s o) ilisas,0 5555 elorn) 5 (oLl > B
i pl & ol b I 6558 L5 o (A55 5 ol 3S1e 5 (B3] Sleas ¢ Jlo glrwlols
I3 s sl cnl 31 Cblis l ply 3l axbls 388 (5ol 5 e ol s 36 wil5 e
oS35 e A5 5 g3 Coglae) Sl 1555 (glalaDle BB el 31 (S0 38 1 5 (S5 slaudgs
AAT=AE VAT (Lo ol 5 Lo

1. https://www.itu.int/net/wsis/outcome/booklet.pdf

2. United Nations. (2015, July 22). Report of the Group of Governmental Experts on Developments in the
Field of Information and Telecommunications in the Context of International Security (A/70/174). General
Assembly, Seventieth session, Item 93 of the provisional agenda. https://undocs.org/A/70/174

3. https://digitallibrary.un.org/record/799853?In=en&v=pdf

4. United Nations Office for Digital and Emerging Technologies. (2024). Global Digital Compact: A
comprehensive global framework for digital cooperation and governance of artificial intelligence.
Retrieved from https://www.un.org/global-digital-compact/en
5.https://www.un.org/global-digital-compact/sites/default/files/2024-
09/Global%20Digital%20Compact%20-%20English_0.pdf


https://www.un.org/global-digital-compact/en

s bable (Dlawuls 31 glassamee 4 (555 glacsLu 3 sl oledl wb o LaVIG 8 iy )l 35
Lol cpl o Llodd (b (655 355 5 Solweyemd (WS A5 (6l 45 358 00 BT plaasil
Sl s ol G B el Jald 5 ai)ls (6551 Cotel 5 Il anws (g3laBl al ) )3 Sl 28
500 03la) (655 w38 5 Solwersd (Uil g Sl b 4 350 el ) s pdidios
el sl ol dmes i dish e 5 SaSil 5 Sl bslas (JUasl glacn el 5 Jolis
Onyeji, I, Bazilian, ) us » oS JomesConsy SI31 2alS 5 SU) CudS 55 (53l (550,40
.(M, & Bronk, 2014, 53-54

Lo 958 (slas samme (lgiear aSl (SO 5 obls Olyeas LSe35 sleslo ) ¢ dsi o
b g e glay ST Medlon nilse BBy b a il (el 5 (Jowe (oo el e Dl
Sl Jolso Dl el s ey (pl S e 5 anass Gl Gols slasjluilial Soles o
Sl e S (6551 Gl ) (sl g e i idas 5 et 5 a3 slasls)l 5 )
B 5 551 SO 31 (6K <8351 e 5l Sl (6 S0 pmeias Lag s 45 L5l )13 ol
Tl siae (lay S oS L (55 & (g

L5 alS 4 dgane asb3ily cpl eduSLiasl (slayspdS 7Y V0 iguan )b asbiils sl 5
570 wltea Ll o a3l cpl Lledds pdodidans slacss 5l 3l eslinud ulidl 5 gl layls
Ol Sl §amdl 55 (gl oms 5 5l Lo 385 F 355 BB Sl peas )3 (6351 Sl Sk s 61
5> 55 b 5l Sols e V.:Ia.s @ Oyl O sl S TAAAY Cgnze ALy Bsa> aply doe M
el slacT 51 55 51 b Al 3550 5o ol Slay i8S Bsi 5 iled oo Lo sl3l 5 Laly o
.(Siig, Feldtmann, & Billing, 2024: 163-164) 5 ,ls 4.5t

1. https://sustainablefutures.linklaters.com/post/102ju7t/energy-infrastructure-legal-outlook-2025

2. https://opil.ouplaw.com/display/10.1093/law:epil/9780199231690/law-9780199231690-e2143

3. The Paris Agreement,
https://unfccc.int/files/essential_background/convention/application/pdf/english_paris_agreement.pdf

4. https://www.britannica.com/topic/Paris-Agreement-2015

5. United Nations Convention on the Law of the Sea, Montego Bay, 10 December 1982,
https://treaties.un.org/Pages/ViewDetailslI1.aspx?src=TREATY &mtdsg_no=XXI-

6&chapter=21& Temp=mtdsg3&clang=_en



S50 o by s 4 LS bl; Sz bl ¢ coaled ©Y5o0 g Ay .Y
5 Sl cmlins 6l (8551 el 53 oo SR camal Sl OIS Gl (6550 Glacs L
I3 5 1y T a8 Sl s sy (sUnaSeed 5 (616L1y slasilaln g il 3 ol s s idn ol 5
.(Onyeji, 1, Bazilian, M, & Bronk, 2014, 53-54) .S . jdswul &Ll slatdg

Sl 3o (855 GBES 4 55 (gms 8 sraslelun Sledbs) le s besls 3 gladle b
SR Bled i3 5 S Kbl (sbar bl hool Gouts 4y oy Slags o5 535 slaglesle s
Stuled a4 odes jgbar ¢ wlbis 5lao 1501 L eKixUl) gLSS 10 48 sl o 31 S bzl 5l g5 cpl ks
S S pogar 5 D53 saslg e ) SlodiS ok 503 S Gaglal 55 o o S (slacd s 5]
LY TT=YTV YAV (L0505 03033 gemes 1S )) Sl 0l o udde Syl 40 et

23 ot b 5 bl 3l eslinad oS 5,8 1Saas 1y 63,0 Wl A 5issS o3 Yoos b (b ey
Sl 5 Laeilasy 5 LSHL a1y Ml 55,8 TS 1) T s sled ool alelu e 05,8 53
Soe SISUF L Jontio T ool mlis o 2o G b 51 Kbl tls S5 b ccpl by TS ol
Sl e Spgo ISl 53 IS 5 S35 b albecd slaz Lol alanl sy T (ool SLalis

@ e 45 Conl ol 1 Comer alde ol e Ll sa KU duCuTOgjl IS b3 ol Sl
RS B OBAS w55 3 (S mels YY s (Zetter, 2017: 1) ws YeVe Jlo b G o
5 Sl 2l et koSS 5 08 2 e 1SS ke ) B S Cdasleny
O Laole l S B oS nSinr bl o Lal o 3 ny ol (SOB 53 1) S05 g il palnion 5o S
Jle K 554> ) (Blotzer, 2018: 41) ws 5Ll (s o3 3T 5151 4 (65 51 &S5 glaally oS Sl
So LS 5005 ) e 35> w5 Lol LAl Soa s S5l B 0 Y VT Susls oadin 55
FUT 6 S5l IS5 e Ko e S 3l ] £ bT a8 35kl ol S5 Slalie .28 b sl
i 35 oo L Un S S s oo 20 0 Lol iS55 (6 sy ol il 5o 90 Ll s S5 50 1, )
(Pagliery, 2016: 1)« )i Jioles w1y [555] sl oLl

1. Industrial Control Systems (ICS)
2. Mariachi Shire
3. https://fa.wikipedia.org/wiki/



o Db I T s Lol o258 513 Ll )00 YoV E L b 43,0 VA IS T s (6551 K8
Cuwl ooylys ((Pagliery, 2016: l)sjsolﬁb{..;-L@_A S sy bg e Doslem b o ysba 53 Salyl
Slaglel s S S o sl |y sdonia VL 53 (latnn (SlaolSy 548 HACS 5a YWV L s J1s
s Jliia (ol Glar LES S HLSHS 4 e wbl) leolSaws Ka lagl G &S 110
.(Gallagher, 2017: 1)

a3 Ld T glabolu la 3 5ln 31 bl Tadsbls Jhus sledbl Lsl5h s e bls )l Sl e sl
e e 4 das e 0l el e Do) L (Freeze, 20160 1) 5 8 Jhaie YONT Sl 5o |y ol
w8 8 513 Sa G syge K03 sl i pled il 4 (o )8 5sbes 13U o s daes 5 (5551 ¢ aed
Slp plB) YEAY Sy sbay S b )3 (255 )13 Oa 5)50 a0 THVA S cpl Y VTl 55 ol
(Silver, 2016: 1) ol ol posil s iyl S

S5 LTSl j ade iUl SLaigd 9 Ll Y

Kby ol Sl Kbl sladidg 655! slacsba 5 Sedbl slagsysls o xS L
Lile (6551 slacabu s el ply gl b S0 5 Il Dhlus (Dlods adad 4y e LSl 0
Ahmad et) dies LKLl 5SS 0 (gl ol Bun 2 Sl 5 38 JUisl bslas (3 slaasls
el ool Bl Csly mmins oLl 5 2l 5 snin J 8 laailolos a0 Saaly 20391 L(al, 2021
(s 3 Sl 1S DS Sl I3y aha 05 Jolgm sl dsn] jlis Ky 45 S
Kushner, ) dis Jas 5 5 8l5 sladiig 3 olaaised ) Sol & 5 a8l a4 KLl L (VY € V6 Y
.(2013:52;Leeetal, 2016

1. Communication Security Establishment (CSE)

2. Canada’s Federal Intelligence Agency

3. System Compromises

4 . See generally Communications Security Establishment, https://www.cse-cst.gc.ca/en/inside-
interieur/protect-protection, archived at https://perma.cc/PNY6-ETDR

5. Stuxnet



Ll o LS ) el Kbl I3 3 pslie sl b sl 5 (b ISl o 5ags 3 SO
et sl 5 S 5 el S e mno sadls nB0 (b3l el sla JST 5 55 5 sl Jols
laylidle 5 5 eslinad 5 J S glawlola pslde (g3ludalis,s cosdloa Todil SOuo0 wlol S 5 Shas
S olalid 5 (6 mlo Soiel da 355 QUSHS ot (390l oo 53 ol R JL)ISSI 535 40 ¢!
Lgd b Oline o pde g 2B C)Ja.w ool b s 5l ol o )ls (6L Sl Sl g 4 2S5
9 oile (§,S0L ( Egan Jhea i oo slas sl e s (Venkatachary et al, 2021: 18)
(Ahmad et al, 2021) Lib 550 LS Uly lulid 5 s e 55 515 o WoslsgNS Jolos

(B plamate OISl (Ko & 5L 55 gt b ade LUl sladig
Sl (o510l Ll o Liigel 5 B ¢ b e (S mlor (Sl Sl oS5 .5l oLl A8 536 5 ol pke
P (63,5055 4 ol ) Cotel L1 S (5l S laanar B 5l s esls SR L, st
Gadss 5l cp 9 e sl 5 Glbiatipn (ST e« Bogal 3l 3L (Bsi> 5 o pke ¢ slal b
ol o S 15 b sy (OIS e szl it A 0 ol 53 bl L bl ol
O NEY (o) 28l Ml 5 e pelans 5o

Sl Coph @ Llg e el glagsls 5 Sledbl Jols el (Ml lag,Sen
Glr Sler itel gl llind b cilsee (slay iS¢ 30 ablie (sl TS S (655 slacs L)
SRS 5 o9l Slosrlr Cush 4 b Ker cpl fauS sl (6551 gl 5l Sl
Go3ro bl b ablie gl p Sialen 5 Jlem 55055, sl 40 55,8 Al i3 oS iKixbl,y sladds

.w‘
) S Blal by 45 ol Ml 5 o qalor e diasls Kyl L allie

S e Mgy 9 Sloslae G )Sen ol ol (gl 54 ol ) el sla 65 Kan 5 Laljles

o IS glaabolu 5 g Loy 3 Clablowe (gl a5 diten sl sla 15l (Industrial Firewalls) save sadly 6 )
Lledds b (6 ule slatsag I3 5x(Industrial Control Systems “ICS™)

2. CISA. (2022). Cybersecurity best practices for industrial control systems. Cybersecurity and

Infrastructure Security Agency. https://www.cisa.gov
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1. United Nations, Information Insecurity: A Survival Guide to the Uncharted Territories of Cyber Threats
and Cyber Security (lct Task Force Series), July 1, 2005,
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2. Resolution 2341 (2017) / adopted by the Security Council at its 7882nd meeting, on 13 February 2017,
https://docs.un.org/S/IRES/2341(2017)
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1. The protection of critical infrastructures against terrorist attacks: Compendium of good practices,
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Ja
n/compendium_of_good_practices_eng.pdf

2. https://www.un.org/counterterrorism/un-global-counter-terrorism-strategy

3 . United Nations, General Assembly, A/RES/75/291, 2 July 2021,
https://documents.un.org/doc/undoc/gen/n21/175/70/pdf/n2117570.pdf

4. Office of Counter-Terrorism, the Counter-Terrorism Committee Executive Directorate

5. United Nations Interregional Crime and Justice Research Institute (UNICRI)

6. United Nations Alliance of Civilizations



4 o] Glial ade LKLl I3 s e o glesle 20 boibe By Sler wely
3 mon Saaslialad 5 o ys 5o Sl 3,810) (o pe parme G b 3l ek g4 svas Slald gy Conls o
SY W Jl Cogae YYAT 5 YFEY claaslinkad) ool 6lysdo 5 (Y0 VY Jlo Conan " YAAIVY aslinkss
ol 1l ol S wply Sl Ghpd sletal dgohy 5 (VoY) dlo s YTV aoliakss
Sl sae e ) dets Jlo plosle Colam Cu s TaY VA a3l b (Y 010) oy p3le slacal,
(p ) Blaal 5 Sl el Jols oS sl Oldal 3l CBlim 55 la 2l 5Ol 4 Suw,
lhkes sla)lSslu s biwlow 188 2l a5 plulil asl JMV.D‘Q‘)‘JB&:/{)JJ\)MJQ‘Jbﬁ
b b ok adl g pdoccnl Glual ade Kbl Jlol (sl b ablie 5 (6 K oS3 ¢l
Solwid b cosat 5 ngee CSHLe (gmman Sla Cau s aly anug ¢l siae glaldys
DB ST s g0 plicaul Olual ale LS bly & gl oy 2 2l (bl (5, Ky (51 ke
Ll
5B szl 4 Sler anslr (9550 slactle ) ade LKL sdulb sladdg 4 a5 b
el sl sl g calises (gla ) 0iS S Clabls u&ux;&\)'\m)b;gw&lrﬁ bl
SB35l (6 8o g Jols DLl e 5556 Ll sloe) 5 O 6)&"@’7 Sl oo s
515 (655 sl Sl g 58 53 page o oS e Gladsliakad 5 Sl Sl olg s .ol

1 .United Nations, General Assembly, A/RES/77/298, 3 July 2023,

https://documents.un.org/doc/undoc/gen/n23/189/01/pdf/n2318901.pdf

2. Security Council Guiding Principles on Foreign Terrorist Fighters: The 2015 Madrid Guiding Principles,

2018 Addendum,

https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Ja

n/security-council-guiding-principles-on-foreign-terrorist-fig.pdf
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practices-protection-critical-infrastructure

4. https://www.un.org/counterterrorism/vulnerable-targets

5. https://www.un.org/counterterrorism/cybersecurity
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1. International Convention for the Suppression of Terrorist Bombings, adopted by the General Assembly
of the United Nations on 15 December 1997; entered into force on 23 May 2001; 146 parties.

2 . https://ebooks.iospress.nl/volume/the-protection-of-critical-energy-infrastructure-against-emerging-
security-challenges
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1. UN Ad Hoc Committee on Terrorism, Deraft International Comprehensive Convention on International
Terrorism, in Annexes to the Report of the Ad Hoc Committee Established by General Assembly Resolution
51/210 of 17 December 1996, UN GAOR, 57th sess, Supp no 37, UN Doc A/57/37 (2002).
2.https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/2225521_compendium_of
_good_practice_web.pdf

3. https://carnegieendowment.org/research/2024/03/why-the-world-needs-a-new-cyber-treaty-for-critical-
infrastructure?lang=en
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1 . EU Cybersecurity Act, Regulation (EU) 2019/881, 2019 0OJ. (L 151)

15, http://data.europa.eu/eli/reg/2019/881/0j.
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- Council of Europe Convention on Cybercrime, Nov. 8, 2001, E.T.S. 185. (hereinafter “Convention on

Cybercrime”).
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-https://web.stanford.edu/~gwilson/Transnatl. Dimension.Cyber.Crime.2001.p.249.pdf;

https://cyberir.mit.edu/site/proposal-international-convention-cyber-crime-and-terrorism/

3. https://djilp.org/international-legal-frameworks-on-cybersecurity-and-data-protection-law/

4. European Union Agency for Cybersecurity (ENISA), https://european-union.europa.eu/institutions-law-

budget/institutions-and-bodies/search-all-eu-institutions-and-bodies/european-union-agency-

cybersecurity-enisa_en

5. The EU Cybersecurity Act, SHAPING EUROPE’S DIGITAL FUTURE, EU (Nov. 21, 2024),

https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act.

6. Regulation (EU) 2019/881, art. 1, 2019 O.J. (L 151) 15.

7. Regulation (EU) 2019/881, art. 3, 2019 O.J. (L 151) 15.
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1. Regulation (EU) 2019/881, art. 4, 2019 O.J. (L 151) 15.

2. Regulation (EU) 2019/881, art. 7, 2019 O.J. (L 151) 15.

3. Cybersecurity Rules Saw Big Changes in 2024: Here’s What to Know, World Economic Forum (Oct. 17,
2024), https://www.weforum.org/stories/2024/10/cybersecurity-regulation-changes-nis2-eu-2024/.

4. General Data Protection Regulation (GDPR), https://gdpr-info.eu/

5. General Data Protection Regulation (GDPR), Regulation (EU) 2016/679, 2016 O.J. (Apr. 27, 2016).

6. https://iapp.org/resources/article/a-brief-history-of-the-general-data-protection-regulation/.
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. General Data Protection Regulation (EU) 2016/679, art. 5, O.J. L 119 (May 4, 2016).

. General Data Protection Regulation (EU) 2016/679, art. 6, O.J. L 119 (May 4, 2016).

. General Data Protection Regulation (EU) 2016/679, art. 32, O.J. L 119 (May 4, 2016).

. General Data Protection Regulation (EU) 2016/679, art. 25, O.J. L 119 (May 4, 2016).

. European Union Agency for Criminal Justice Cooperation (Eurojust).

. https://www.eurojust.europa.eu/about-us/data-protection.

. https://www.eurojust.europa.eu/about-us/organisation/eurojust-legal-framework.
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1. https://www.tandfonline.com/doi/full/10.1080/13600834.2019.1573501.

2. https://dig.watch/updates/comparative-analysis-the-budapest-convention-vs-the-un-convention-against-

cybercrime.

3. https://pmc.ncbi.nlm.nih.gov/articles/PMC8473297/.
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1. Resolution 74/247 of the United Nations General Assembly. “Countering the use of information and
communications technologies for criminal purposes,” A/Res//74/247 adopted 27 December 2019; available
at https://documents-dds-ny.un.org/doc/UNDOC/GEN/N19/440/28/PDF/N1944028.pdf?OpenElement.

2. UN. Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use
of Information and Communications Technologies for Criminal Purposes, [New York]: UN, 7 Aug. 2024
3. Explanation of Position of the United States on the Adoption of the Resolution on the UN Convention
Against Cybercrime in UNGA's Third Committee — United States Mission to the United Nations
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3. Paternalistic Paradigm

4. Libertarianism
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